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Shri Ramdeobaba College of Engineering and Managerment (RGO M) attermnpts, b,

provide a modern, fully networked computing and [T envitonment for acadarmie s
administrative use to all the faculty, students and staff

Users of RCOEM computing, networking and 11 facilities are axpected 1o nim“ by
the followmg rules, which are intended to preserve the utility and flezibility of tre
system, protect the privacy and work of students and faculty, and preser/e ons

of 100

to access the external networks to which the system is connected. In cane o
compliance, appropriate action will be taken by the authorities.
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1. Faculty, staff, and students with authorized accounts provided by
institute internet portal can use the computing and IT facilities for acader
purposes, official institute related work, and for personal purposes 5o

¥
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as such use
o Does not violate any law, institute policy or IT act of
Government of India.
o Does not interfere with the performance of institute duties or ~ore
of an academic nature.

2. Users are expected to respect the privacy of other users and they s
not allow any other person to use their password. It is the U

Ws‘hﬂkv to protect their account from unauthorized use by chan
rds per 1 ally and using strong passwords Sharing of paaSw
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3
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3. Any Mt@ circumvent system security, guess others’ passwords. o
any way gain unauthorized access to local or network resources s
mm Users should not use another person's internet portal, attemot i«

ount identity, or use a false account or e- mail address.

i materials to or from the institute systems withow
f the owner is prohibited. In addition, use of the intere:
_’WM&MMM within the campus If done
€ sibility of the user and appropnate action aga

of unhcenseac

1 of any m m to be done Wit
.~ Incharge CNC. '
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impeding their computing systems, software, or data. Chain letters are nol
allowed. Neither is any form of commercial advertising, or soliciting allowed
Spamming is strictly disallowed. Subscribing to mailing lists outside the
Institute is an individual's responsibility.
10.1t is forbidden to send academically unimportant messages to any group
Broadcast of messages to everyone in the system 1S allowed only for

academic purposes and emergencies. Violations of this, will result in
immediate freezing of user's account for an extended period as determined

by the principal.
11.Recreational downloads and peer to peer connections for recreational
purposes are banned.

12.Shared email accounts for any purpose whatsoever are not allowed. Any
special accounts, if need to be set up for conferences and other valid

reasons must be approved by principal. The responsibility of this shared

email account must be taken by one faculty of the respective department.

13.Internet account creation, bandwidth distribution and monitoring is done by
the office of Prof. In-charge CNC. Requests for the increase in bandwidth,
up-gradation of interet account rights for any specific activity and for 2
specific duration must be made with the prior approval of the Principal.

14.1t is the responsibility of individual faculty, staff and lab in-charge of labs to
install and update the licenced antivirus provided by the institute on all
computers and laptops of the respective department. Head of the
department to send compliance report after every new installation to the
Principal.

15.Users are

expected to connect only to the official RCOEM network for
network

Seﬁmg up of unsecured Wi-Fi systems on the institute

routers or any other networking device
trictly prohibited. In case if it is required

old cables, any modifications in the
 after approval from office of Prof.

and are expected to

NC. Users should
external devices
diately to the

available
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22 Playing of Games  Institute laboratories or using Institute facilitios s
strictly prohibited. Playing games ovel Intermnet s also prohibited

23 Violations of policy will be treated as academic misconduct - Depending
upon the nature of the violation, the: Principal may take an action by issuing
a warning through disabling the account. In exliome cases, the account
may be completely deleted and/or the user's access to [T facilities at
RCOEM may be prohibited, and/ or sent 1o the Institute  disciplinary
committee.

24 The policy may change as and when it is considered appropriate and new
policies or the changes in policy will take effect immediately.

Email Policy
This Electronic Mail policy applies to all authorized users who are issued a formal
(rknec.edu) email account.

The purpose of this policy is to establish the institute's policy and procedures
regarding the use of email facilities. Authorized users of institute email facilities are
nsible for using and maintaining their email account in accordance with the
es and guidelines set forth in this Policy.

like postal mail, is an official means for communicating institute’s

l v, and staff are expected to read, and shall be

read, all email messages sent to their official email
ute including Administration, Faculty and staff must
al email correspondence in the performance of

ded to be used for institute-
advising, research, service,
ce in support of the

users certain
uct that are
er institute
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OF 2 Interfere with the email user's employiment or other obligations to the institute
ri | 3. Violate this Policy, the institute's Acceplable Use policy or any other
Vi applicable policy or law, including but not lirited to use for personal gain,
mi conflict of interest, harassment, defamation, copyright violation or illegal
activities
er: pae o _ ‘
" 4. Entitle individuals for expectation of privacy with regard to email messages of
ta a personal nature sent or received from institute ermail accounts
ac 5. Absolve a wuser from the responsibilities  associated  with - official
mg communications sent to their institute email address in case the user have
chosen to have their institute email redirected to another email. The institute
will not be responsible for handling of email by outside vendors.
Unacceptable Use:
In addition, the following specific actions and uses of (rknec.edu) email facilities wil
be treated as improper:

1. Any use of email that interferes with institute activities and functions or does
not respect the image and reputation of the institute

2. Concealment or misrepresentation of names or affiliations in email messages
3. Alteration of source or destination address of email

Use of email for commerecial or private business purposes that have not besn
approved by the administration

5. Use of email to send mass or chain messages in violation of the instituts's
Mass Email Policy

6. Use of email for organized political activity or political solicitation
7. Use of email in violation of the institute’s Acceptable Use Policy

8. lﬁ af email to hatass or threaten other individuals in violation of the
: rimination and Non-Harassment Policy or Policy
- , Sexual Mis _’_Ust, Relationship Violence, and Stalking

oer mouages. junk mail, spam, or advertising materia

- to indivic mm lly request such material

'm of email header information

“basis of race, gender, national origin, age. marital
ﬂw disability or other classifications protected

-~

lﬂﬂ Qﬁlﬂim content of any kind, including
,'MH“ @ aexist, obscene, harassing.
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' other
acilities whose actions violate this policy of any ot |
t to revocation of limitation of emal
he referred 10 appropnate

users of the institute's email f
institute policy or regulation may be subjec
privileges as well as other disciplinary actions or may

external authornities.

Confidentiality and Privacy: . t
The institute respects the privacy of its email users. It does not routinely mspe‘,
monitor, or disclose email. Nonetheless, subject to the requirements 1O
authorization, notification, and other conditions specified in this Policy, the institute
may deny access to its email services and may inspect, monitor, of disclose email in
accordance with the institute’'s Acceptable Use Policy.

All data files and e-mail communications created and/or maintained on the institute’s
email system are neither private nor confidential. Students, employees and othef
jht or expectation of privacy in any data files, e-mai

“or the authorized representative of the Principal, has the
, monitor, retrieve and/or duplicate all data files written or
email at any time and for any reason, including all e-mail
sived and any websites visited by a student, employee or

munications created and/or maintained on institute <
 be the property of the institute. In addition. as
‘or e-mail communications are subject c
nt officials or to other third parties through

lute email account has been used n
s of the email may be inspected and/or
)loyee, student or other User.

B resources, may constitute an
or as a result of liigation
with all requests for disclosure.
provisions of laws concerning
struction of such records s

d and maintained
formation
#rn n_O.‘
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i1 distributi ' er restricted and
All students, faculty, nonteaching email distribution lists are furth
may only be utilized by:
« Principal
« Deans o
« Specific individuals as delegated by Principal

from an
All e-mails targeted to one or all of the groups noted aboy6_ mU.St be 'Sentl'st" from
official e-mail account. E-mail should not be sent to the official distribution 1ISts
personal e-mail account.

‘ Faculties are restricted to use mass email Communigation vyithin their _departmg;:‘r
only. Sending mass emails outside of the department is permitted only with the prior
approval of Principal.

In order to maintain the utility of institute’s mass e-mail system and to reinforce
network security best practices, the following criteria have been established for mass
e-mail distribution:

1. Messages must directly relate to carrying out the business of the institute

y 2. Messages must share information related to time sensitive issues that affect
. significant number of campus community members, and/or

3. Messages must inform a pre-defined target group of an announcement or
event related to their specific role within the institute, or Messages must reiate
to significant campus disruptions or occurrences.

: Announcements that do not meet the above criteria of urgency and/or deliver critical
institute information will not be distributed via mass e-mail. Additionally, inappropriate
uses of mass e-mail include:

4 1. Messages that are not aligned with the mission of the institute

2. Messages that are personal in nature
3. Messages that are commercial in nature, with the exception of those
messages that are in support of institute business and
" 4 Messages that solicit participation in, support of, or advocacy for events.
X activities, or campaigns that are not aligned with and/or sanctioned Dy
institute.
¢ Email Account Management:

All _students and gmployees are assigned an email address (username@rknec.edu).
which is the official address to which the institute sends email communications, as

well as the address that is listed in the email directory and other appropriate institute
publications. o

1ail accounts for students are created automatically the day after a student has
firmed admission at the institute. : /

il accounts for employees are created automatically the day after Registrar

pyprs their information in the institute's employee database, or seven 7) days prior
weir official start date, whichever is later. : i s
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